
1 Universal Policies 

1.1 Personal Responsibility 

1.1.1 Acceptable Use  



4. Avoids wasting institutional computing resources. 
5. Is consistent with the ethics of computing at MNU. 
6. Is consistent with applicable state and federal law. 
Computer and network use at MNU are guided by the same principles, and subject to the same disciplinary 
sanctions, as for other campus activities. 
Examples of Unacceptable Activities for each Guideline 

Here are some examples of activities that would violate one or more of the Guidelines. They are meant to be 
illustrative, not exhaustive. 
1) See MNU's Lifestyle Statement 

Review the MNU Student Handbook for examples dealing with lifestyle issues. 
2) Is consistent with the purposes of the network 

Usage that is unacceptable because it conflicts with the stated purposes of the network includes, but is not limited 
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hurtful, or disrespectful messages. Refrain from attempting unauthorized access to systems on the MNU Campus 
or anywhere else in the world. 
Scanning the devices on the University's networks or on the Internet to identify security vulnerabilities (e.g. by 
"port scanning" and other means) is often a prelude to compromising the security of the devices. It is therefore 
perceived by many systems administrators as a threat, and may be a violation of state and federal laws. Therefore, 
any such scanning activity from any University device or from any device connected to the University's networks is 
expressly prohibited.  

D. Our Community Expectations 

We are proud of MNU's long tradition of integrity and honesty. We commit ourselves to making our computing 
environment the best it can be for the entire community. It is important that we make a strong effort to pass this 
legacy on to those users who will follow. 

E. Consequences of Unethical Use of Computing Resources 

Violations of the MNU Computing Acceptable Use Policy shall subject users to the regular disciplinary processes 
and procedures of MidAmerica Nazarene University for faculty, students, and staff, and may result in loss of their 
computing privileges. Illegal acts involving computing resources may also subject violators to prosecution by 
federal, state, or local authorities. 
Decisions as to whether a particular use of computing resources conforms with policies shall be made by: the 
office of the Vice President for Academic Affairs Office if the use involves faculty or student academic issues; by 
the Office of Student Life if the use involves non-academic student use; or by the Department of Human Resources 
if the use involves administrators or staff. 

1.1.3 Copyright Infringement 

Reporting Potential Copyright Infringement 
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Purpose 

It is in MidAmerica Nazarene University’s interest—and we believe, in each employee’s interest—to be aware of 
and participate in social media — the information, interactions, and idea exchange available via the Internet. As an 
institution of higher education, we believe in the importance of open exchange, learning, and honest discourse. 
In addition, MidAmerica Nazarene University has always encouraged employees to be champions on behalf of the 
organization by spreading the word about MNU's mission, vision, and values. The rapidly growing phenomenon of 
blogging, social networks, and other forms of online electronic publishing are emerging as unprecedented 
opportunities for outreach, information-sharing, and advocacy. 
The goal of this policy is to guide employees regarding how their use of social media interacts with their 
responsibilities as a MNU employee, with the goal of ensuring positive experiences and consistent brand 
representation for the university. This policy is not related to student or prospective student use of social 
computing. 

Personal Use 

While social media offers great opportunities for MidAmerica Nazarene University employees to communicate and 
collaborate, both internally and externally, it also brings equally great responsibilities. Social media blurs the lines 
between personal and professional as no other technology has before. By virtue of identifying yourself as a 
MidAmerica Nazarene University employee within a social network, you are now connected to your colleagues, 
managers, and even MidAmerica Nazarene University’s students, prospective students, donors, parents, and other 
friends. 
As an employee of MidAmerica Nazarene University, your online postings always have the potential to impact the 
university, even those you make on a 
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Redirecting of email  

Redirecting or automatic forwarding of MNU email accounts is not allowed. MNU students, faculty, and staff are 
expected to interact directly with the MNU email system. 

Expectations about community use of email 

Students, faculty and staff are expected to check their email on a frequent and consistent basis in order to stay 
current with MNU-related communications. They have the responsibility to recognize that certain communications 
may be time-critical. "I didn't check my email", errors in forwarding mail, or email returned to the University with 
"Mailbox Full" or "User Unknown" are not acceptable excuses for missing official MNU communications via email. 

Privacy 

Users should exercise extreme caution in using email to communicate confidential or sensitive matters, and should 
not assume that email is private and confidential. It is especially important that users are careful to send messages 



         Mandatory lists, departmental or institution-wide, convey information central to academic or administrative 
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software) that will be used by any MNU audience also require the MNU technology team approval even if they are 
hosted by outside vendors and/or paid though departmental accounts or grant funding. 
Restricted Purchases. This policy prohibits independent purchases and/or operation of printers and copiers at 
university expense for any reason, including all associated consumable supplies and maintenance. Any deviation 
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Examples of Level I “Public” data include published “white pages” directory information, maps, departmental 
websites, and academic course descriptions.  



  
Data Handling Requirements: 

Type of Data 

LEVEL I 
Low  Sensitivity 

(Public Data) 

LEVEL II  
Moderate Sensitivity 

(Non-Public/Internal Data) 

LEVEL III 
High Sensitivity 

(Confidential/Restricted Data) 

Mailing & Labels on 
Printed Reports 

None 



2 Student-Specific Policies 

2.1 Compliance with the Higher Education Opportunity Act Peer-to-Peer 

File-Sharing Requirements 

Legal use of Copyrighted Material and File Sharing at MidAmerica Nazarene University 

http://www.educause.edu/Resources/Browse/LegalDownloading/33381




participation in the larger community of scholars, active involvement in learned societies, publication of scholarly 
books, essays and reviews, and the development and publication of online educational resources and courses. The 
school may support such scholarship with released time, equipment, clerical assistance and travel funds, as 
resources are available. While MNU does not have any vested interest in patents, faculty may develop patentable 
products and ideas out of this research, and while such patents remain the sole property of the individual involved, 
the ownership of educationally related materials is more complicated. The following policy governs this complex 
arena. 

Definitions of terms 

The following definitions concern creative works about which the question of copyright or patent ownership by the 
faculty and/or the institution may arise. 
Creative works (for the purposes of this policy) are academic, artistic, or scholarly works, products or inventions of 
potential commercial value (thus involving issues of economic benefit and control), which are generated by faculty 
members. The production of these works may involve the use of ordinary or extraordinary institutional resources. 
Ordinary resources: The general resources of time, salary, staff assistance, travel funds, internal grants, release 
time, equipment, etc., available to any faculty member. 
Extraordinary resources: Allocations of resources, either qualitatively or quantitatively, beyond those available to 
most or all faculty members under normal circumstances. 
Economic Benefit: Income, potential income, or other benefits that might accrue to an individual or an institution 
through the publication and/or marketing of a work. Examples of such works might range from traditional text-
based publications to supplemental course materials, to entire online courses. 
Control: The legal right to say what happens with and to a work. Issues of authorship and ownership are 
intertwined in control. 

Categories 

Creative works can be divided into the following categories: 

         Employee initiated works 



         Faculty normally retain full copyright privileges, economic benefit, and control of work that is not initiated by the 
institution and that uses only those types and/or 
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This section outlines MNU’s policy for acquisition and funding of University-owned personal computers. This includes 
desktop computers, laptop/notebook computers, and tablet devices. 

         Computer platforms. 

         It is recognized that individuals may have strong preferences for a particular computer technology platform, such 
as Microsoft Windows or Apple Mac. In the University environment, such preferences must be balanced against 
the resources available for both acquiring the technology and for supporting it in the future. 

         In most cases, employees need only basic communication capabilities (e.g., email, instant messaging, Internet 
browsing) and abilities to create, edit, save, and share documents of various kinds (e.g. word processing, 
spreadsheets, presentations, etc. – “Microsoft Office” is currently the designated platform for University use). For 
the choice of technology to provide such basic capabilities, the personal preferences of employees normally will 
not be part of the decision. 

         When acquiring new computers for employees, either for new positions or for replacements, the University will 
use the following criteria for selecting the computer platform to be purchased from any University funds, including 
grants: 

1.    Lower initial purchase cost, for the computer and all required peripherals , including a maintenance agreement 
(see #2 below), that meet the minimum requirements for the intended use 

2.    Availability of a manufacturer-certified multi-year maintenance agreement that includes onsite repair (preferred) 
or a fast depot exchange service 

3.    Availability of University helpdesk resources to properly support the technology 

         Tablet computers and other consumer devices 

         Tablet computers and other personal devices, including “iPads,” are considered consumer devices in the category 
of “Bring-Your- Own-Device” (BYOD). The computer industry is still evolving for defining the proper role of such 
devices in an enterprise environment such as the University. 

         The University is still evolving its own environment for being able to accommodate, but not yet support, such 
devices. Therefore, such devices, even when purchased with University funds, will be considered personal devices 
from a practical support standpoint. As such, they are not eligible for direct support (e.g., specific configuration, 
troubleshooting, or repairs). The MNU Technology Team can only provide basic guidance in how to connect to 
available networks and basic configuration coaching. 

3.2.3 Classroom Software Installation Requests 

Summary:  

This Policy deals with installation of non-standard (image) software on Instructor Workstations and 

Student Workstations in MidAmerica Nazarene University Classrooms. 

Policy: 

         Software Installations take time, and significantly so for multiple-station areas such as labs. Therefore, a minimum 
of THIRTY DAYS advance notification is requested before your first-time use in the classroom. 

         Software Installations require properly licensed and validated software. If a software license must be ordered 
prior to installation, please allow an additional two weeks. Multiple versions will not be installed UNLESS evidence 
of open source status or appropriately licensed status is provided. 

         The inventory tag number of the computer(s) and classroom location must be provided. Classroom Software 
Installation Requests (single installations) should be submitted via the Classroom Software Installation Request 
Form. 

         Information Technology Services will leave the software on the classroom computer only for the period indicated 
in the request. If software is needed on an ongoing basis and is open source or we have a site license, then it 
should be submitted for testing and installation as part of the standard Classroom Computer setup. 



3.2.4 Storing and Accessing non-ERP (Banner) Data Outside of the MNU Servers 

In some cases an employee or department may perceive a need to organize and store information outside the 
University's database system (currently Banner) for justifiable University purposes. Any and all such proposed 
solutions must be reviewed and approved by the MNU Technology team prior to committing any University 
resources to the project. Requests will be handled according to the following guidelines: 
First, the request will be evaluated by the Chief Technology Officer to determine if the identified data belongs in 
MNU's ERP (Banner) system: 

         Does the data have significance for more than one MNU department or office? 

         Is this long or short-term data storage? 

         Is the information confidential, and if so, what security measures will be observed? 

         Does the needed information already exist in the system? 

The Information Services team will respond to the request based on these criteria. If approved, continue to the 
next steps. 
The MNU technology team will offer solutions for departments/offices to follow depending upon their needs. In 
any resulting scenario, the MNU technology team will order/arrange for and install any required hardware, 
operating system, web server application if needed, and database application. The non-the MNU technology team 
department will be responsible for all costs related to design, develop, and maintain the application software. That 
department will also be responsible for all other monetary costs of the project. 
Database solutions that employ personal database products such as Access and Filemaker are strongly 
discouraged. The MNU technology team experience with such personal products confirms that they are not 
designed to function in multi-user environments. They are neither robust enough nor have adequate security 
provisions to support the expansion of applications that departments/offices inevitably desire to create. This lack 
of flexibility leads to frustration and the inability to support expanded goals, resulting in loss of time and other 
resources. Thus, the MNU technology team in most cases will not support such solutions. 
The MNU technology team will develop the protocols for making data from our ERP and/or the 
departmental/office database available. Data access may be made available to persons in the department/office or 
to appropriate constituents outside the department/office. 
The MNU technology team and the department are jointly responsible for reviewing the security design of the 
departmental database and application, to ensure that institutional data is appropriately protected. 
The MNU technology team will provide consultation to the departments for this process. This service will help 
define the project, define the structure of the database, and in the use of the database tools.  

3.2.5 Loan of Notebook Computers to Faculty and Staff 

Loan of notebook computers is a service facilitated through the MNU Mabee Library. The MNU technology team 
provides notebook computers to the library to check out for general use to the members of the university 
according to policies developed by the MNU technology team and the library. An MNU ID card is necessary to 
check out equipment.  
On occasion notebook computers may be requested for groups or individuals who require more support than the 
MNU technology team and library together can supply. The MNU technology team will evaluate the situation to 
identify an appropriate solution. When these exceptional cases arise, the faculty or staff requiring the equipment 
should call the service desk. These requests will be directed to the Chief Technology Officer. 
The administration of this service is governed by the following guidelines: 

         Reservations should be made at two weeks in advance. 

         Loans are subject to inventory on-hand 

         Requests beyond the normal checkout (e.g., overnight or extended times when employee is traveling) will require 
a written request by the employee's department head or dean, and approval by the Chief Technology Officer. 
Granting of any such request may be limited by other existing, approved requests for the inventory on-hand. 



         Only full-time faculty members are eligible to check out University-owned computers. Adjunct faculty may not 
take possession of university computer equipment or use university computer equipment outside the normal on-
campus classroom and/or office environment. 
In the event of failure of, damage to, or loss of the equipment: 

         The MNU technology team normally will pay the cost associated with any normal component failure. 

         In the event of either theft or accidental damage: such as dropping the computer, spilling liquids into the 
computer or other accident to the computer provided by the university to the faculty member, the faculty 
member's department will be responsible for the cost of repair or replacement of the computer.  

Loan of Computers to Faculty on Sabbatical 

For their sabbatical activity, MNU faculty members may be authorized to take their notebook computers 

with them. 

However, those with desktop systems may also authorized to take them away from their offices to a different 
location within the continental United States. This policy is authorized to facilitate the accomplishment of 
sabbatical projects. However, since the movement of desktop computers usually entails risk to the safety and 
integrity of the system, the faculty member assumes the following responsibilities: 

         The faculty member must complete an applicable form and submit it to the Chief Technology Officer. 

         The faculty member will be responsible for any accidental damage, loss, or theft of the system. Information 
Technology Services will continue to assume responsibility for any component failures caused by normal wear and 
tear. Any repairs of the system will be done by the MNU technology team on campus. 

         The computer will need to be carried or shipped to the campus for repairs. If shipping is required, please make 
arrangements with the MNU technology team before actually sending the system. 

         Provision and maintenance/repair of any additional components (such as a software application) that are not part 
of a normal office configuration will be the responsibility of the faculty member. However, prior to taking the 
system off-campus, approval for any addition must be secured from the Chief Technology Officer, in order to 
maintain system compatibility. 

3.2.6 Electronic Resource Access for Retirees 

MNU recognizes the valued service retirees (e.g. emeritus professors) have given the university. Therefore, in 
order to enable them to enjoy appropriate electronic services and to stay in contact with the university, and to be 
able to facilitate ongoing communication with them, MNU may provide retirees continued off-campus access to 
the following resources via their MNU accounts. 

         Library access, which includes reference service and searching the online catalog. For contractual reasons, 
proprietary databases will be available only on-campus. When on campus, retirees are welcome to visit the library 
to access resources available to all library guests. 

         Email account. 

 

 

 
[1] The senior official within a School or departmental unit (or his/her designee) accountable for managing 
information assets 

 


